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Deploying a Zero Trust
Overlay in your current
DCO environment.



Agenda:

* Quick Level Set on Zero Trust

*  Where to Start with Zero Trust Architecture

* Overlaying Zero Trust on top of current Defensive Cyber architecture

 How to build a Zero Trust Policy that matters

* Choosing the correct Sensors & Enforcement Points to enforce policy

 What are the largest challenges in creating a Zero Trust Strategy (Conditional
Access, Mobile, 0365, ICAM, etc...)

* The role of Technology Integration in Zero Trust Architecture
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Quick Level Set

NIST 800-207 Zero Trust Definition

“Zero trust (ZT) is the term for an evolving set of cybersecurity paradigms that move network
defenses from static, network-based perimeters to focus on users, assets, and resources. A zero trust
architecture (ZTA) uses zero trust principles to plan enterprise infrastructure and workflows. Zero trust
assumes there is no implicit trust granted to assets or user accounts based solely on their physical or
network location (i.e., local area networks versus the internet). Authentication and authorization
(both user and device) are discrete functions performed before a session to an enterprise resource is
established. Zero trust is a response to enterprise network trends that include remote users and
cloud-based assets that are not located within an enterprise owned network boundary. Zero trust
focus on protecting resources, not network segments, as the network location is no longer seen as the
prime component to the security posture of the resource.”
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Zero Trust Principles!

Zero Trust Tenets

.

o

SOURCE: NIST.GOV SPECIAL PUBLICATION 800-207

All data sources and computing
services are considered resources.

All communication is secured
regardless of network location.

Access to individual enterprise
resources is granted on a per-session
basis

Access to resources is determined by
dynamic policy

The enterprise ensures that all owned
and associated devices are in the most
secure state possible and monitors
assets to ensure that they remain in
the most secure state possible.

All resource authentication and
authorization are dynamic and strictly
enforced before access is allowed.

The enterprise collects as much
information as possible about the
current state of network infrastructure
and communications and uses it to
improve its security posture.

Assumptions for
Enterprise-
Owned Network
Infrastructure

The entire enterprise private
network is not considered an
implicit trust zone

Devices on the network may
not be owned or configurable

ad
trusted.

Assumptions for
Nonenterprise-
Owned Network
Infrastructure

by the enterprise

No resource is
inherently

Notall enterprise resources are
on enterprise-owned
infrastructure.

Remote enterprise users cannot
fully trust the local network
connection.
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No Implicit Trust

Requestor Action Target

FE

« Corporate User » Copy/Paste/Delete « Database/File
- 3rd party Contractor - Database Query e Virtual
. Service Account « RDP Machine/Container
. Read/Write - Server/Laptop/Desktop
 Mobile Device
 IoT/OT
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Where do I Start - Passive Sensor or Enforcement

Point?

~—— Secure Access Service Edge (SASE)
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Data Ingest and Analytics Intelligence Monitoring
Transformation
SASE Zero Trust/ VPN CASB Threat Intel DLP ! ! !
Provider ! E ! — !
Malware Vuln & Asset Governance Risk Security Continuous
DDOS Proxy & URL Anaylsis ssL Management & Compliance Orchestration Monitoring
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- Network Stack ~ Network Visibility Enclave
Border Router g Network Traffic Analysis
0 Physical Tap
‘ g Network Access Control
0 Virtual Tap
Visibility Fabric
¥ = Packet Capture
Agent Based Tap
Firewall
SSL Inspect
(r— Host & IA Tools e ——
o Core
Web Application FW -
! Endpoint Sensors
Load Balancer e = Distribution
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@ T@® Edge
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"El'ﬂg" Physical Server Farm "QA!;. VMWare & NSX )
DM2Z WebFarm OpenStack & KVM End User Workstations
. J
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How do I overlay Zero Trust on top of my DCO Stack?

SIEM/Lakehouse
Network & Log > < Network & Log
Telemetry Telemetry
=
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(o —
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— Identit —— Policy ° olicy
' y Enforcement Enforcement — Data =
xu't}:aﬂ?r AR“_":'( Points Continuous Policy Points Data Discovery
ser/Session Ris . v
_@ Evaluation ——N\ Data Cla55|.f|cat|on
‘: “ Data Labeling
i Policy
— Devices — i o
Palicy Enforcement (—— Applications —
Enforcement Point
Points S
G2 Device Risk = — Workload Based ZT
= PD Device Inventory (\ API Gateway
Service Mesh
Automation (SOAR) Holley
[ Hosts —  Policy Enforcement = Network -
Enforcement Paifits
Points Firewall Rules,
EDR/EPP ACL’s
- Host Based Zero Trust I!I_E-ﬁ SD Access
% 3
Container Security Network Micro
Segmentation
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Building a ZT Policy that works!

« What connects your
Zero Trust Policy to your
overall Security Posture

HONE
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NIST 800-53 rev5

TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

ID FAMILY ID FAMILY

AC Access Control PE Physical and Environmental Protection
AT Awareness and Training PL Planning

AU Audit and Accountability PM Program Management

CA Assessment, Authorization, and Monitoring PS Personnel Security

cMm Configuration Management PT PIl Processing and Transparency

CcP Contingency Planning RA Risk Assessment

1A Identification and Authentication SA System and Services Acquisition

IR Incident Response SC System and Communications Protection
MA Maintenance Sl System and Information Integrity

MP Media Protection 5 Supply Chain Risk Management




Choosing the right Enforcement Point?

SIEM/Lakehouse

« User login from Ceemetry . > ‘] « N reemetry
suspicious Geography

i IOT DeVI Ce Multi Factor Auth ts
/Session Risk
- '_-_-_-= Evaluation e

olicy o Policy
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Continuous Policy
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communicating laterally 25 moa l e
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Applications
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Automation (SOAR)

A @ L Workload Based ZT
T C’\ API Gatewa y
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n

subnet from

Network

. e Hosts —
unauthorized subnet.
EDR/EPP ACL’s
EI Host Based Zero Trust SD Access
Container Securi ity Network Micro
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« Remote User download

from O365 of abnormal
Size
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Operational Challenges

Conditional Access Challenges

3

0365 and AzureAD Mobile Device

Sm 9 =
=N "'__

OT/IoT Identity Proxy, ICAM
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Telemetry Challenges

0

Host Telemetry, What
is an Endpoint

—\

\ =/

Data Discovery &
Classification

U

Key Management, PKI

(@ ]
| N a
K] »
| @ |
-’

Network Visibility



Questions?
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Identity

Multi Factor Auth
User/Session Risk

Network & Log
Telemetry

Policy
Enforcement
Points

Devices

@ Device Risk
= PD Device Inventory

Policy
Enforcement
Points

Hosts

EDR/EPP

“==% Container Security

Host Based Zero Trust

Policy
Enforcement
Points
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SIEM/Lakehouse

>

HOEN
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Network & Log

Continuous Policy
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Evaluation
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Automation (SOAR)

Telemetry

Policy
Enforcement
Points

Policy
Enforcement
Points

Policy
Enforcement
Points

Data

Data Discovery
——N\ Data Classification

“ Data Labeling

e

Applications
Workload Based ZT

(\ API Gateway
Service Mesh

Network

Firewall Rules,
ACL’s

SD Access
Network Micro
Segmentation
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Thank You!



