
Deploying a Zero Trust 
Overlay in your current 
DCO environment.



Agenda:

• Quick Level Set on Zero Trust
• Where to Start with Zero Trust Architecture
• Overlaying Zero Trust  on top of current Defensive Cyber architecture
• How to build a Zero Trust Policy that matters 
• Choosing the correct Sensors & Enforcement Points to enforce policy
• What are the largest challenges in creating a Zero Trust Strategy (Conditional 

Access, Mobile, O365, ICAM, etc…)
• The role of Technology Integration in Zero Trust Architecture
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Quick Level Set
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“Zero trust (ZT) is the term for an evolving set of cybersecurity paradigms that move network 
defenses from static, network-based perimeters to focus on users, assets, and resources. A zero trust 
architecture (ZTA) uses zero trust principles to plan enterprise infrastructure and workflows. Zero trust 
assumes there is no implicit trust granted to assets or user accounts based solely on their physical or 
network location (i.e., local area networks versus the internet).  Authentication and authorization 
(both user and device) are discrete functions performed before a session to an enterprise resource is 
established. Zero trust is a response to enterprise network trends that include remote users and 
cloud-based assets that are not located within an enterprise owned network boundary. Zero trust 
focus on protecting resources, not network segments, as the network location is no longer seen as the 
prime component to the security posture of the resource.”

NIST 800-207 Zero Trust Definition



No Implicit Trust
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Requestor Action Target

• Corporate User

• 3rd party Contractor

• Service Account

• Copy/Paste/Delete

• Database Query

• RDP

• Read/Write

• Database/File

• Virtual 
Machine/Container

• Server/Laptop/Desktop

• Mobile Device

• IoT/OT



Where do I Start - Passive Sensor or Enforcement 
Point?
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How do I overlay Zero Trust on top of my DCO Stack?

Copyright © 2021, Thundercat Technology, LLC, All Rights Reserved 6



Building a ZT Policy that works!

• What connects your 
Zero Trust Policy to your 
overall Security Posture
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NIST 800-53 rev5



Choosing the right Enforcement Point?

• User login from 
suspicious Geography

• IoT Device 
communicating laterally

• Attempted access of 
resource on Finance 
subnet from 
unauthorized subnet.

• Remote User download 
from O365 of abnormal 
size
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Operational Challenges
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Conditional Access Challenges

Mobile DeviceO365 and AzureAD

Identity Federation, 
Identity Proxy, ICAMOT/IoT

Data Discovery & 
Classification

Telemetry Challenges

Host Telemetry, What 
is an Endpoint

Network Visibility

Key Management, PKI
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Questions?
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Thank You!


